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Background & Motivations

The advent of social networks poses severe
threats on user privacy as adversaries can de-
anonymize users’ 1dentities by mapping them to

correlated cross-domain networks.
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Goals:

» Bring a systematic analysis of this problem in theory,
algorithm and experiments.
* Understanding the conditions under which adversaries can
successfully de-anonymize users.
* Proposing efficient algorithms to solve it.
* Validating proposed algorithm under real networks.

Methodology:

1. Theory

--Modelling Overlapping Communities by the Overlapping
Stochastic Block Model (OSBM).
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--Proposing the cost function measuring de-anonymization
error based on Minimum Mean Square Error (MMSE) .
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--Transforming minimizing MMSE to a polynomially

solvable problem by the restriction of Sequency Inequality.
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--Optimality of WEMP: Under mild conditions, solving WEMP
ensures negligible de-anonymiztion error 1n large-scale networks.
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--Solvability of WEMP: We proposed a Convex-concave Based
De-anonymization Algorithm (CBDA).
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> The Equivalent Original Objective
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Fy(II) = Fo(II) +

> Convex Relaxation of the Objective

Fy(IT) = Fyo(II) + Amaz (n — ||II||%). | > Concave Relaxation of the Objective
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Algorithm 1: Convex-concave Based De-anonymization

F(II) = (1—a)Fy(IT) + aF>(IT) = Fo(ID)+2&(n — HHH%) Algorithm (CBDA)
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Input: Adjacent matrices A and B:; Community
assignment matrix M;
Weight controlling parameter j:; Adjustable parameters
3, AE.

QOutput: Estimated permutation matrix I

Combination of 2 Relaxed
Versions and modification of &
1: Form the objective function Fy(IT) and F(IT).

EZ Amax 2: £+ 0, k + 1. Initialize IlI,. Set &,,, the upper limit of
£=0.2Amin + 0.82,00 I3

3. while £ < &, and IIy ¢ Qg do

4:  while k=1 or |[F(Ilx.y) — F(IIx)| = 6 do

F X+ « arg miny . tr(Vyy, F(IT)TX*), where

— F¢ (II)

® minimal value

X+ e
//Finding the optimal descent direction

6: Ak + arg min., F(ITy + v(X+ — IIy)), where
~k € [0, 1]. //Finding the optimal step size

7: IMyq — I + 9 (X =TIy ), b+ k+ 1.

//Estimation Update
end while Based on

8:
. end while -~ _Frank-Wolfe algorithm

CBDA: Overcoming the brute projection by classical convex
optimization technique, which may cause large estimation error.

Experiments & Results:

Experiment Datasets:
TABLE III: Datasets in Basic Experiments

Experiment Settings:

TABLE II: Main Experimental Parameters

Notation Definition Range Dataset Synthetic Sampled Real Social | Cross-Domain Co-author
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Fig. 2: Experiments on Synthetic Networks.

» Correlated Cross-Domain Networks:

» Sampled Social Networks:
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» The Influence of Community Density

(a) Overlapping
Fig. 4: Experiments on Cross-Domain Co-author Networks

» MMSE vs

(b) Non-Overlapping
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Conclusions:

1) CBDA outperforms the Genetic Algorithm and Convex Optimization Based
Algorithm under networks with overlapping communities;

2) CBDA outperforms GA and COBA more in larger networks; (Meeting the
theoretical results)

3) Overlapping Density positively impacts the de-anonymization accuracy; (Meeting
the theoretical results)

4) De-anonymization based on MMSE outperforms the non-weighted cost function
1n prior art;

5) CBDA promises more practical use than GA on the factor of stability.
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