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2 F % Study: Workplace diversity can help
the bottom line.

HIEER

MIT economist scrutinizes firm data suggesting diverse
offices function more effectively.
Peter Dizikes | MIT News Office
October 7, 2014
Gender diversity in the workplace helps firms be
more productive, according to a new study co-authored
by an MIT researcher — but it may also reduce
satisfaction among employees.

“Having a more diverse set of employees means
you have a more diverse set of skills,” says Sara
Ellison, an MIT economist, which  “could result in an
office that functions better.”

At the same time, individual employees may
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prefer less diverse settings. The study, analyzing a large
white-collar U.S. firm, examined how much “ social
capital 7 offices build up in the form of things like
cooperation, trust, and enjoyment of the workplace.

“ The more homogeneous offices have higher
“But the

levels of social capital,” Ellison observes.

interesting twist is that --- higher levels of social
capital are not important enough to cause those offices
to perform better. The employees might be happier,
they might be more comfortable, and these might be
cooperative places, but they seem to perform less
well.”

More diversity, more revenue?

The paper summarizing the study * s results,

“Diversity, Social Goods Provision, and Performance
in the Firm,”  was recently published in the Journal of
Economics and Management Strategy. The authors are
Ellison, a senior lecturer in MIT * s Department of
Economics, and Wallace P. Mullin, an economist at
George Washington University.

The study used eight years of revenue data and
survey results, covering 1995 to 2002, from a
professional-services firm with more than 60 offices in
the United States and abroad. The data included some
all-male and all-female offices — both of which are
unusual, the researchers note — in addition to
mixed-gender offices. The survey data allowed Ellison
and Mullin to study the employees’ ratings of office
satisfaction, cooperation, and morale, not just one
generalized measure of workplace happiness.

Among other results, the economists found that
shifting from an all-male or all-female office to one
split evenly along gender lines could increase revenue
by roughly 41 percent. To see how this could happen,
Ellison suggests an analogy with a baseball team.

“ A baseball team entirely composed of catchers
could have high esprit de corps,” Ellison says, noting
that a band of catchers could share experiences,
equipment, or tips for handling knuckleballs. “But it

would not perform very well on the field.”
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Similarly, greater social diversity implies a greater
spread of experience, which could add to the collective
knowledge of a group of office workers and make the
unit perform more effectively.

Another wrinkle Ellison and Mullin found is that
just the perception that firms are diverse was sufficient
to produce satisfaction among employees — but this
perception did not necessarily occur in the places
where more extensive gender diversity accompanied
better bottom-line results.

“In offices where people thought the firm was
accepting of diversity, they were happier and more
cooperative,” Ellison says. “But that didn” t translate
into any effect on office performance. People may like
the idea of a diverse workplace more than they like
actual diversity in the workplace.”

Ellison acknowledges that in focusing on a single
firm that was willing to provide data, the study was
necessarily limited in scope, and says she would
welcome further research. Management studies on
social capital, she says, do not necessarily link the
matter to objective financial results; economics studies
of social capital have generally focused on issues such
as public finance or even soldier behavior, and not job
issues.

“There have been a number of studies looking at
things like diversity and performance, but they don’ t
always use the [bottom-line] measures of performance
that economists might prefer,”  Ellison says. At the
same time, she adds, “ Highlighting the workplace
setting, as a place for economists to study social capital,
is also useful.”

The work was funded in part by the National
Science Foundation.
MIThttp://newsoffice.mit.edu/2014/workplace-diversit
y-can-help-bottom-line-1007
2 & 75 New frontier in error-correcting
codes

Coding scheme for interactive communication is the
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first to near optimality on three classical measures.
Larry Hardesty | MIT News Office

October 2, 2014

Error-correcting codes are one of the glories of the
information age: They’ re what guarantee the flawless
transmission of digital information over the airwaves or
through copper wire, even in the presence of the
corrupting influences that engineers call “noise.”

But classical error-correcting codes work best with
large chunks of data: The bigger the chunk, the higher
the rate at which it can be transmitted error-free. In the
Internet age, however, distributed computing is
becoming more and more common, with devices
repeatedly exchanging small chunks of data over long
periods of time.

So for the last 20 years, researchers have been
investigating  interactive-coding  schemes, which
address the problem of long sequences of short
exchanges. Like classical error-correcting codes,
interactive codes are evaluated according to three
criteria: How much noise can they tolerate? What” s the
maximum transmission rate they afford? And how
time-consuming are the encoding and decoding
processes?

At the IEEE Symposium on Foundations of Computer
Science this month, MIT graduate students past and
present will describe the first interactive coding scheme
to approach the optimum on all three measures.
“Previous to this work, it was known how to get two
out of three of these things to be optimal, ”  says
Mohsen Ghaffari, a graduate student in electrical
engineering and computer science and one of the
paper’ s two co-authors. “This paper achieves all three
of them.”

Vicious noise

Moreover, where Claude Shannon’ s groundbreaking
1948 analysis of error-correcting codes considered the

case of random noise, in which every bit of transmitted
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data has the same chance of being corrupted, Ghaffari
and his collaborator — Bernhard Haeupler, who did
his graduate work at MIT and is now an assistant
professor at Carnegie Mellon University — consider
the more stringent case of “adversarial noise,” in
which an antagonist is trying to interfere with
transmission in the most disruptive way possible.

“We don’ t know what type of random noise will be
the one that actually captures reality, ”  Ghaffari
explains. “If we knew the best one, we would just use
that. But generally, we don” t know. So you try to
generate a coding that is as general as possible.” A
coding scheme that could thwart an active adversary
would also thwart any type of random noise.
Error-correcting codes —  both classical and
interactive — work by adding some extra information
to the message to be transmitted. They might, for
instance, tack on some bits that describe arithmetic
relationships between the message bits. Both the
message bits and the extra bits are liable to corruption,
so decoding a message —  extracting the true
sequence of message bits from the sequence that
arrives at the receiver — is usually a process of
iterating back and forth between the message bits and
the extra bits, trying to iron out discrepancies.

In interactive communication, the maximum tolerable
error rate is one-fourth: If the adversary can corrupt
more than a quarter of the bits sent, perfectly reliable
communication  is  impossible. ~ Some  prior
interactive-coding schemes, Ghaffari explains, could
handle that error rate without requiring too many extra
bits. But the decoding process was prohibitively
complex.

Making a list

To keep the complexity down, Ghaffari and Haeupler
adopted a technique called list decoding. Rather than
iterating back and forth between message bits and extra

bits until the single most probable interpretation

emerges, their algorithm iterates just long enough to
create a list of likely candidates. At the end of their
mutual computation, each of the interacting devices
may have a list with hundreds of entries.

But each device, while it has only imperfect knowledge
of the messages sent by the other, has perfect
knowledge of the messages it sent. So if, at the
computation”’ s end, the devices simply exchange lists,
each has enough additional information to zero in on
the optimal decoding.

The tolerable rate  for an

maximum error

interactive-coding scheme — one-fourth — is a
theoretical result. The minimum length of an encoded
message and the minimum decoding complexity, on the
other hand, are surmises based on observation.

But Ghaffari and Haeupler* s decoding algorithm is
nearly linear, meaning that its execution time is roughly
proportional to the length of the messages exchanged.

“It is optimal in the sense that it is linear,” says Mark
Braverman, an assistant professor of computer science
at Princeton University who has also worked on
interactive coding. “That’ s an important benchmark.”
But linear relationships are still defined by constants: y
= x is a linear relationship, but so is y = 1,000,000,000x.
A linear algorithm that takes an extra second of
computation for each additional bit of data it considers
isn’ tas good as a linear algorithm that takes an extra
microsecond.

“We still need to worry a little bit about constants,”
Braverman says. “ But before you can worry about
constants, you have to know that there is a
constant-rate scheme. This is very nice progress and a
prerequisite to asking those next questions.”
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The trifluoromethylthio group, SCF3, is one of the
most lipophilic functional groups known and as such
has attracted the attention of chemists who develop
pharmaceuticals and pesticides. Chunfa Xu, Bingqing
Ma, and Qilong Shen of Shanghai Institute of Organic
Chemistry have now developed a
trifluoromethylthiolating reagent that should make life
casier for those researchers (Angew. Chem. Int. Ed.
2014, DOIL  10.1002/anie.201403983).

CF3SCl1 as a

Chemists

currently use direct
trifluoromethylthiolating reagent, but it is a toxic gas.
Other strategies such as adding sulfur and CF3 to a
compound tend to require multiple steps and have
limited synthetic applications. An alternative that is
meeting with some success is creating N-substituted
SCF3 reagents (Chem. Eur. J. 2014, DOL

10.1002/chem.201403409). Building on the latter
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approach, the Shanghai team used the inexpensive
artificial sweetener saccharin and AgSCF3 to create the
new reagent. It works well for adding SCF3 to a
variety of organic compounds under mild conditions to
prepare OSCF3, NHSCF3, SSCF3, and SCF3
derivatives. Shen and coworkers have applied for
Chinese patents on the saccharin reagent and are
working with a Chinese company to produce it for
industrial and research use.
Source:C&E News via Stephen K. Ritter
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U.S. May Be Falling Behind in Researching
Tech’s Next Big Thing

October 3, 2014

A paper from the Computing Community
Consortium (CCC) published in 2008 said the U.S.
National Science Foundation should be spending $75
million a year to fund research into cyber-physical
systems (CPS), the hybrids of automation, sensors, and
communication capabilities that will typify the Internet
of Things. The paper said overall the federal
government should be spending $375 million a year on
CPS, and as much as $500 million when including
private investment.

However, this year NSF spent just $40 million on
CPS research, and only about $200 million in the last
five years.

Although it is not easy to ascertain what
government-wide spending on CPS research currently
amounts to, University of Virginia professor John
Stankovic, co-author of the CCC paper, says,
"anecdotally, I would say they are not spending
enough."

By contrast, the European Union is currently
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investing almost $350 million a year of public and
private funds into developing CPS technologies.

The reduced level of spending comes during a
period of weak increases in the federal research and
development budget and the increasing likelihood the
U.S. will be eclipsed by China in terms of government
funding for basic research as early as 2022.

Stankovic says it is important to increase public
investment in such research or the U.S. will lose out to
other nations.

From Computerworld
(http://cacm.acm.org/mews/179075-us-may-be-falling-
behind-in-researching-techs-next-big-thing/fulltext)
Computer Science and  Engineering
Researchers Win Best Paper Award

October 2, 2014

Texas A&M University researchers Harshvardhan,
Adam Fidel, Lawrence Rauchwerger, and Nancy
Amato won the Best Paper Award at the recent 2014
Parallel Architectures and Compilation Techniques
(PACT) conference in Alberta, Canada.

The researchers said they took a new approach to

parallelizing graph algorithms.
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http://www. medscape. com/viewarticle/832251

The panel of judges at the high-performance
computing and parallel processing conference focused
on originality, significance, impact, and interest.

The paper, "KLA: A New Algorithmic Paradigm
for Parallel Graph Computations," unifies and extends
the existing level-synchronous and asynchronous
approaches. The researchers say their approach offers
an order of magnitude improvement in performance of
parallel graph algorithms, and scalability beyond
98,000 cores on a Cray XE6 supercomputer.

Harshvardhan and Fidel are Ph.D. students in the
Parasol Lab in the Department of Computer Science
and Engineering. Harshvardhan also received the
first-place medal in the ACM Student Research
Competition. Rauchwerger and Amato are co-directors
of the Parasol Lab.

From Texas A&M Engineering News

(http://cacm.acm.org/news/179040-comput
er-science-and-engineering-researchers-win-best-
paper-award/fulltext)

The Unpatchable Malware That
Infects USBs Is now on the Loose

October 2, 2014


http://news.bioon.com/article/6659555.html

It's been just two months since researcher
Karste Nohl demonstrated an attack he called
BadUSB to a standing-room-only crowd at the
Black Hat security conference in Las Vegas,
showing that it’s possible to corrupt any USB
device with insidious, undetectable malware.
Given the severity of that security problem—and
the lack of any easy patch—Nohl has held back on
releasing the code he used to pull off the attack.
But at least two of Nohl’s fellow researchers aren’t
waiting any longer.

In a talk at the Derbycon hacker conference in
Louisville, Kentucky last week, researchers Adam
Caudill and Brandon Wilson showed that they've
reverse engineered the same USB firmware as
Nohl’s SR Labs, reproducing some of Nohl’s
BadUSB tricks. And unlike Nohl, the hacker pair
has also published the code for those attacks on
Github, raising the stakes for USB makers to
either fix the problem or leave hundreds of
millions of users vulnerable.

“The belief we have is that all of this should be
public. It shouldn’t be held back. So we’re
releasing everything we've got,” Caudill told the
Derbycon audience on Friday. “This was largely
inspired by the fact that [SR Labs] didn’t release
their material. If you're going to prove that there’s
a flaw, you need to release the material so people
can defend against it.”

The two independent security researchers,
who declined to name their employer, say that
publicly releasing the USB attack code will allow
penetration testers to use the technique, all the
better to prove to their clients that USBs are
nearly impossible to secure in their current form.
And they also argue that making a working exploit
available is the only way to pressure USB makers
to change the tiny devices’ fundamentally broken

security scheme.
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“If this is going to get fixed, it needs to be
more than just a talk at Black Hat,” Caudill told
WIRED in a followup interview. He argues that
the USB trick was likely already available to highly
resourced government intelligence agencies like
the NSA, who may already be using it in secret. “If
the only people who can do this are those with
significant budgets, the manufacturers will never
do anything about it,” he says. “You have to prove
to the world that it’s practical, that anyone can do
it...That puts pressure on the manufactures to fix
the real issue.”

Like Nohl, Caudill and Wilson reverse engineered
the firmware of USB microcontrollers sold by the
Taiwanese firm Phison, one of the world’s top
USB makers. Then they reprogrammed that
firmware to perform disturbing attacks: In one
case, they showed that the infected USB can
impersonate a keyboard to type any keystrokes
the attacker chooses on the victim’s machine.
Because it affects the firmware of the USB’s
microcontroller, that attack program would be
stored in the rewritable code that controls the
USB’s flash

memory—even deleting the entire contents of its

basic functions, not in its
storage wouldn’t catch the malware. Other
firmware tricks demonstrated by Caudill and
Wilson would hide files in that invisible portion of
the code, or silently disable a USB’s security
feature that password-protects a certain portion
of its memory.

“People look at these things and see them as
nothing more than storage devices,” says Caudill.
“They don’t realize there’s a reprogrammable
computer in their hands.”

In an earlier interview with WIRED ahead of his
Black Hat talk, Berlin-based Nohl had said that he
wouldn'’t release the exploit code he’d developed

because he considered the BadUSB vulnerability
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practically unpatchable. (He did, however,offer a
proof-of-concept for Android devices.) To prevent
USB devices’ firmware from being rewritten, their
security  architecture would need to be
fundamentally redesigned, he argued, so that no
code could be changed on the device without the
unforgeable signature of the manufacturer. But he
warned that even if that code-signing measure
were put in place today, it could take 10 years or
more to iron out the USB standard’s bugs and pull
existing vulnerable devices out of circulation. “It’s
unfixable for the most part,” Nohl said at the time.
“But before even starting this arms race, USB
sticks have to attempt security.”

Caudill says that by publishing their code, he and
Wilson are hoping to start that security process.
But even they hesitate to release every possible
attack against USB devices. They're working on
another exploit that would invisibly inject
malware into files as they are copied from a USB
device to a computer. By hiding another
USB-infecting function in that malware, Caudill
says it would be possible to quickly spread the
malicious code from any USB stick that’s
connected to a PC and back to any new USB
plugged into the infected computer. That two-way
infection trick could potentially enable a
USB-carried malware epidemic. Caudill considers
that attack so dangerous that even he and Wilson
are still debating whether to release it.

“There’s a tough balance between proving that it’s
possible and making it easy for people to actually
do it,” he says. “There’s an ethical dilemma there.
We want to make sure we’re on the right side of
it.”

BY ANDY GREENBERG
(http://www.wired.com/2014/10/code-published

-for-unfixable-usb-attack/)
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